The Most Critical Internet Security
Threats



CGI - One example

 htsearch of htdig — CVE-2000-0208

[**] WEB-etc/passwd [**]

Snort Log:

07/10-11:26:35.063544 195.96,98,222:12440
TCP TTL:46 TOS:@x@ ID:34513 DF
& ok #P-'ﬂ,'*

47
65
65
2F
77
GE
31
6F
oD

Apache log:

45
61
74
31
77
65
92
6E
0A

54
72
63
2k
2E
74
31
3A

Seq: OxCBF464C7

20
63
2F
30
63
20
44
20

A.B.C.D - -

2F
68
70
0D
61
28
35
48

63 67
3F 65
61 73
0A 56
63 68
4E 65
29 0D
65 65

69
78
73
69
65
74
0A
70

2D
63
T
61
2E
43
43
20

Ack: OxC1F29A8F

62
6C
64
3A
63
61
6F
41

69
5
60
20
61
63
6E
6C

6E
64
20
31
73
68
6E
69

2F
65
48
2E
65
65
65
76

68
3D
54
31
6D
20
63
65

-

74
60
54
20
61
34
74
iy

my.net.search.engine: 8@

Win: ©@x2238

73 GET /cgi-bin/hts
2F earch?exclude="/
50 etc/passwd HTTP
77 /1.0..vVia: 1.1 w
2E ww.cache.casema.
2E net (NetCache 4,
69 1R1D5)..Connecti
@A on: Keep-Alive..

[10/Jul/2000:11:33:16 -0400] "GET /cgi-bin/
whtsearch?exclude=%60/etc/passwd%6@ HTTP/1.0" 200 1783 "-" "



One more example — Narrow Security Scanner

scanner.com - - [18/Apr/20@8@:23:25:57] "HEAD /scripts/convert.bas HTTP/1.@" 4@
scanner.com - - [1B8/Apr/20e@@:23:25:57] "HEAD fecgi-bin/whois_raw.cgi HTTP/1.@" 4@
scannmer.com - - [18/Apr/2000:23:25:57] "HEAD fecgi-pinsnph-test-cgi HTTPA1 .8 434
.. St Ffor brewvity ...

scanner.com - - [18/Apr/2000:23:26:14] "HEAD /_wti_pvt/administrators.

w-pwid HTTPS1 .07 a4
scanner.com - - [18/Apr/f200@:23:26:5@] "HEAD scfdocsfexpelwval/sendmail.

weoFm HTTPS1.@° 42
scannar.com - - [18/Apr/200@:23:26:51] °“"HEAD /cfdocs/expelwval/exprcalc.

w-cfm HTTPS1.@" 4P a
sganner.com - - [18/Apr/f2@00:23:26:51] "HEAD /showfile.asp HTTP/S1.0" 4@
scanner.com - - [18/Apr/2000:23:26:52] "HEAD foefdocs/expelwal )

=openftile.cfm HTTPS/1 .@" X B

scanner.com - - [18B/Apr/200@:23:26:55] "HEAD /fws_ftp.ini HTTP/sf1.@" 2@
scanner.com - - [18/Apr/2000:23:26:55] "HEAD (fcgi-dos/fargs.cmd HTTP/1.@" 4@
scanner.com - - [18/Apr/2000:23:26:568] "HEAD /cgi-shl/win-c-sample.exe HTTP/

-1, @ 4@
scanner.com - - [18/Apr/200@:23:26:56] "HEAD /Jcgi-binspasswd.txt HTTP/1.8" D4
scanner.com - - [18/Apr/2@Q0@:23:28:57]1 "HEAD Sogi-winJuploader.exe HTTPRS1.0" 434
scanner.com - - [18/Apr/20@0Q0:23:268:57] "HEAD /......... fautoexec.bat HTTP/1.@" 4G4
scanner.com - - [18/Apr/20@Q:23:26:59] “"HEAD fegl-baind rewwwshell.pl HTTPS1.@" 4@
scanner.com - - [18/Apr/200@0:23:27:@@] "HEAD /fcgi-binfunlg1.q1 HTTP/1.@" 4 @t
scannar.com - - [18/Apr/20Q0@:23:27:@@] "HEAD /J.html) ... oo euou.. !

—gutoexec.bat HTTP/1.0" 4@

... oWt TFor brevity ...

scanner.com - - [18/Apr/20@8:23:27:12] "HEAD Jfcgi-bin/Jtest.bat HTTP/1.@" 424
scanner.com - - [18/Apr/200@8:23:27:13] "HEAD fcgi-bin/input.bat HTTP/1.@" L2 T
scanner.com - - [18/Apr/2000:23:27:13] "HEAD /fcgi-bin/input2.bat HTTPSf1.@" X0
scanner.com - - [18/Apr/20@a:23:27:13] “HEAD /ssifenvout.bat HTTP/1.0" 44
stanner.caom - - [1B/Apr/20@0@:23:27:14] "HEAD /msadc/msadcs.dll HTTPS1 . @" 234

scannear.com - - [18/Apr/2000:23:27:14] "HEAD /fscripts/tools/newdsn.exe HTTF S
-, @ 404
i@

scanner.com - - [18/Apr/2000:23:27:14] “HEAD fcgi-binfget32.exe | dir HTTP/1.0"

scanner.com - - [18/Apr/20@8@:23:27:15] "HEAD fcgi-binsalibaba.pl|dir HTTP/1.@" 424
scanner.com - - [18/Apr/2000:23:27:16] "HEAD fcgi-bin/ftst.bat!dir HTTP/1.@8" 4@
scanner.com - - [18/Apr/2000:23:27:168] "HEAD /publisher,s HTTP/1.@" 4@
scanner.com - - [18/Apr/280@0:23:27:18] *“HEAD /. htaccess HTTP/1.0° 433
scanner.com - - [18/Apr/20Q@@:23:27:19] "HEAD f.htpasswd HTTP/1 .@" <@
scanner.com - - [18/Apr/20Q0@:23:27:19]1 "HEAD fcgi-bin/Cgitest.exe HTTF/1.60" AQ 4 3
scanner.com - - [18/Apr/2000:23:27:12] "HEAD MOTE: Your server has been
w-scanned for default vulnerabilities!
43

= HTTP/ 1 .Q"



Remote Procedure Call — rpc.cmsd

May 25 22:56:40 solaris
msSwC_reg(tcp) failed
May 25 22:58:42 solaris
wsSvCe_reg{tcp) failed
May 25 23:00:42 solaris
=swve_reg(tcp) failed
May 25 23:82:42 solaris
=SWC_reg(tcp) failed
May 25 23:@04:42 solaris
=sSvCc_reg(tcp) fTailed
May 26 @0:47:04 solaris
=sSvC_reg{tcp) failed
May 26 @00:49:94 solaris
=svC_regi(tcp) fTailed
May 26 @@:51:04 solaris
=sSvC_reg(tcp) failed
May 26 @3:39:39 solaris
msvC_reg(tcecp) failed
May 26 @3:41:4@
=svCc_reg({tcocp) Ttailed
May 26 @03:43:4@ solaris
=swvC_reg{tcp) failed
May 26 15:31:17 solaris
mwsve_regi{tcp) failed
May 25
May 26 15:33:18 solaris
=sSwvCc_reg{tcp) fTailed
May 26 15:34:58 Fw
May 26 15:35:19 solaris
=sSwC_reg({tcp) fFailed

May 26 15:36:37 Tw inet:

May 26 15:37:20 solaris
=SvC_reg(tcp) failed
May 26 15:37:40 Fw

192 .168.

15:32:07 Tw inet:

inet:

inet:

rpc.

rpc.

rpc.

rpc

rpc.

rpc.

rpc.

rpc

rpc.

1.87 rpc

rpc.cmsd:

rpc.cmsd:

cmsd :

cmsd :

cmsd :

.cmsd

cmsd :

cmsd:

cmsd:

.cmsd:

cmsd :

[ID
[ ID
[ID
[ID
[ID
[ID
[ID
[ID

[ID

.cmsd:

[ID

[ID

Fe7e94

FET7@A94

FTE7094

FE7ER94

FTETYR94

TETRDoD4

TETYho4

TETOO4

TETHa4

daemon.

daemon .

daemon

daemon .

daemon .

daemon

daemon

daemon .

daemon.

error]

errorr]

.error]

error]

error]

error]

-error]

ercor]

error]

[ID VY&7094 daemon.error]

Fre7ag4

FETR94 daemon.

daemon

inetd shutdown succeeded

rpc.cmsd

[TD V&7@94 daemon.

inetd shutdown succeeded
+ [ID 7687094 daemon.

rec.cmsd

inetd shutdown succeeded

rpc.cmsd

: [ID ¥87094 daemon.

inetd shutdown succeeded

-error]

error]

error]

error]

error]



Remote Procedure Call — rpc.cmsd

May 26 15:38:38 fw inet: inetd shutdown succeeded

May 26 15:39:21 solaris rpc.cmsd: [ID 767094 daemon.error]
wsvC_reg(tcp) failed

May 26 15:40:27 fw inet: inetd shutdown succeeded

May 26 15:41:22 solaris rpc.cmsd: [ID 767094 daemon.error]
=svCc_reg(tcp) failed

May 26 15:43:23 solaris rpc.cmsd: [ID 767094 daemon.error]
=s5vCc_reg(tcp) failed

May 3@ 15:55:54 solaris rpc.cmsd: [ID 767094 daemon.error]
wsSvC _regitcp) failed

CVE-1999-0696



One more example — rpc.statd

Snort output:

ey e e e e e
[**] IDS15 - RPC - portmap-request-status [**]
08/12-22:32:27.256042 SCANNER.OTHER.NET:783 -> NFS_SERVER.MY.NET:111
UDP TTL:64 TOS:0x@ ID:41021
Len: 64

[**] IDS181 - OVERFLOW-NOOP-X86 [**]

08/12-22:32:27.263002 SCANNER.OTHER.NET:862 -» NFS SERVER.MY.NET:1011
UDP TTL:64 TOS:0x0 ID:64250

Len: 1120

CVE-1999-0018
CVE-1999-0019



One more example — rpc.statd

TCPdump:

22:32:27.256028 SCANNER.OTHER.NET.783 > NFS_SERVER.MY.NET.sunrpc: udp 56
w(ttl 64, id 41021)

22:32:27.257397 NFS_SERVER.MY.NET.sunrpc > SCANNER.OTHER.NET.783: udp 28
- (ttl 64, id 49957)

22:32:27.262975 SCANNER.OTHER.NET.862 > NFS_SERVER.MY.NET.1@11: udp 1112
-(ttl 64, id 64250)

22:32:27.274461 NFS_SERVER.MY.NET.1011 > SCANNER.OTHER.NET.862: udp 32
- (ttl 64, id 49958)



One more example — rpc.statd

Syslog data:

e

Aug 12 23:32:27 NFS_SERVER r

“F*P~P*P~P"P

“P“P“P“P“P“P“P“P“P“F“P“P“P“P“P“P“P*P”P”F"P“P“P“P“P“P“P“P“P“F“P“P“P“P“P“P“P“F“F
“P“P“P“P”P“F“P“P“P“P“P*P”P“P“P“P“P“P“P“P”P“P“P“P“P“P“P“F“P“F‘F“P“P“P“P“P“P“P“P
“P“P“P“P“P“P“P“P*F“F“P“P“P“P“P"P“P”P“P“P“P“P“P“P“F“P“P“P“P“P“P*P“P“P“P“P“P“P“P

Invalid hostname to sm mon:

pc.statd:

“P“P“P”P“P“P“P“P“P“P“F“P“P“P”P“F“P”P“P“P“P“P“P“P“P“P”P”P“P“P“P“P“P“P“P"P“P“P“P
“P“P“F“F“P“P“P*P“P“P“F“P”P”P“P“P“P“P“P“P”P“P“P“F“F“P‘P’P“P“P“P“P”P“P“F“P”P“P“P
“P“P“P*P“P”P”P“P“P“P“P“P"P”P“P“P“P“P“P“P”P“F“P“P“P“P“P*P“P”P“F“P“P“P“P“P“P“F”P

“P“P“F“P“P“P”P”F“P“P“P”F“P“P“P“P“P“P“P”P“P“P“P“P“P“P“F“P“P”P“P“P“P“P”P“P“P“P“P
“P“P“P“P*P‘P“P“P“F“P“P“P“P“P“P“P“P“P“F“P“P“P“F“P‘P‘P“P“P“P“P“P“P“P“P“P“P“P“F“F
“P*P“P“P”P“P“P“PﬁF"P“P“P“P“P“P”P”P“P“F“P“P“P“P“F“F“P“P“P“F“P“P“P“P“P“P“P“P“P“P
“P“P“P“P“P“P“P“FhP”F“P“P“F“P“P“P“P“P“P“F“P“P“P*P“P“P“P“P“P“P“P“P“P“P“F“P“P“P“P
“P“P‘P“P“P“F“P“P“P“P”P“P“P“P“P”P“P“P“P“P“F“P‘P“P“P“P“P“P“P“P“P“P“P“P“P“P“P“F”F
“F“F“P“P“P“P"P“P“P“P“F“P“P“P“P“P“P“P“P*P”P‘P“P“P”P“P“P“P“P“P“P“F“P“P“P“F“P“P“P

“P*P*P*"P*P"P"P"P P PP



One more example — rpc.statd

RPCinfo -p

program vers proto

100000
190000
100005
100005

2

2
3
3

tcp
udp
udp
tcp

port
111
111
1023
1823

portmapper
portmapper
mountd
mountd



sadmind and mountd Buffer Overflows

e sadmind:
— CVE-1999-0977
— Buffer overflow attack
— Exploit source code available online

e mountd
— CVE-1999-0002
— Boundary Condition Error
— Exploit source code available online

10



Imapd and Pop server

 Imapd and Pop Server Buffer Overflows

— CVE-1999-0005: Imapd buffer overflow In its
authenticate command

— CVE-1999-0006
— CVE-1999-0042
— CVE-1999-0920
— CVE-2000-0091

11



SNMP

e Can provide attackers a lot of information about the
network and host configuration

 CVE-1999-0517
 CVE-1999-0516

12



Default SNMP Community Name

[**] SNMP public access [*¥]
05/29-16:58:21.047981 216.164.136.103:1029 -> 182,168.1.67:161 UDP TTL:49 TOS:
=@x0 ID:11@15

Len: 51

[**] SNMP public access [**]

05/29-16:58:23.034753 216.164.136.103:1029 .> 192.168.1.67:161
UDP TTL:49 T0S:0x@ ID:11016

Len: 51

[**] SNMP public access [**]

05/29-16:58:25.029843 216.164.136.103:1029 -> 192.168.1.67:161
UDP TTL:49 TOS:0x@ ID:11@17

Len: 51

[**] SNMP public access [**]

05/29-16:58:27.003695 216.164.136.103:1029 .> 192.168.1.67:161
UDP TTL:49 TOS:0x0 ID:11020

Len: 51

[**] SNMP public access [**]

@5/29-16:58:29.047705 216.164.136.103:1029 -> 192.168.1.67:161
UDP TTL:49 TOS:0x0 ID:11021

Len: 51

[**] SNMP public access [**]

B5/29-16:58:31.042419 216.164.136.103:1029 . 192.168.1.67: 161
UDP TTL:49 TOS:@x0 ID:11023

Len: 51

dragon (Towards) 22:58:22

SOURCE: 216.164.136.103 216-164-136-1@3.5193.tnt4.1nhva.md.dialup.Pcn.com

DEST: 192.168.1.87 solaris.evilscan.com

45 00 00 47 2b @7 @0 00 31 11 26 61 d8 a4 88 67 C7 ef Bf 43 E..G+...1.8a...0...0

04 05 00 a1 00 33 a2 95 30 29 02 @1 00 04 @6 7@ 75 62 Bc 69 verneade.@). ... publi
63 a0 1c 02 04 5e 11 @7 42 02 01 00 02 Q1 0@ 39 Qe 30 0c 06 c...."..B......0.0..
08 2b 06 01 02 @1 @1 @1 Q0 05 00 3570 500000 0

EVENT1: [SNMP:PUBLIC] (udp,dp=161,sp=1029)

dragon (Towards) 22:58:24

SOURCE: 216.164.136.103 216-164-136-133.51@3.tntd.lnhva.md.dialup.rcn.com
DEST: 192.168.1.67 solaris.evilscan.com

13



Default SNMP Community Name

45 00 00 47 2b OB 00 00 31 11 26 60 d8 a4 88
04 @5 00 at 00 33 a2 95 30 29 02 @1 @0 04 06
83 ab 1c 02 @4 5e 11 @7 42 @2 01 00 02 01 00
@8 2b 06 @1 @2 01 @1 01 0@ @5 00

EVENT1: [SNMP:PUBLIC] (udp,dp=161,sp=1029)
dragon (Towards) 22:58:26

SOURCE: 216.164.136.103 216-164-136-103.5103.

DEST: 192.168.1.67 solaris.evilscan.com

45 @09 Q0 47 2b 09 0O 0@ 31 11 26 5f d8 a4 88
B4 05 90 a1 0@ 33 a2 95 30 29 02 @1 @0 04 @6
B3 ad 1c 92 @4 5e 11 @7 42 02 01 00 02 01 0O
08 2b 06 01 02 01 01 @1 @0 05 00

EVENTT: [SNMP:PUBLIC] (udp,dp=161,sp=1029)
dragon (Towards) 22:58:28

SOURCE: 216.164.136.103 216-164-136-103.5103
DEST: 192.168.1.67 solaris.evilscan.com

45 00 @0 47 2b Bc 00 @0 31 11 26 5¢ d8 a4 88
04 @5 @0 a1 0@ 33 a2 95 30 29 @2 01 00 04 06
63 ad 1c 82 04 5e 11 07 42 02 @1 00 02 @1 0O
B8 2b 06 @1 02 @1 @1 @1 00 @5 @0

EVENT1: [SNMP:PUBLIC] (udp,dp=161,sp=1029)
dragon (Towards) 22:58:30@

SOURCE: 216.164.136.103 216-164-136-103.5103.

DEST: 192.168.1.67 solaris.evilscan.com

45 00 00 47 2b 0d @0 20 31 11 26 5b d8 a4 88
24 05 00 a1 0@ 33 a2 95 30 29 02 @1 00 04 06
63 a@ 1c 02 @4 5e 11 07 42 @82 01 00 02 @1 @@
P8 2b @6 @1 @2 @1 @1 @1 0@ @5 09

EVENT1: [SNMP:PUBLIC] (udp,dp=161,sp=1029)
dragon (Towards) 22:58:32

SOURCE: 216.164.136.103 216-164-136-103.5103.

DEST: 1982.168.1.67 solaris.evilscan.com

45 00 @0 47 2b @Ff 00 0@ 31 11 26 59 dB8 a4 88
@4 B5 00 a1l 0@ 33 a2 95 30 29 02 01 00 04 06
63 a@ 1c 02 @4 5e 11 Q7 42 02 01 @0 02 01 00
28 20 06 Q1 02 @1 01 01 @0 05 00

EVENT1: [SMMP:PUBLIC] (udp,dp=161,s5p=1029)

67 c7 ef OFf 43 E..G+...1.&"...9...C
70 75 62 6C 69 ..... 3..8)..... publi
30 e 30 @c @6 C,..."..B. .. ... 0.0..

tnt4.lnhva.md.dialup.rcn.com

67 c7 ef Of 43 E..G+...1.4_...0...C
70 75 62 6C 69 ..... 3..0)..... publi

.tnt4.lnhva.md.dialup.rcn.com

67 c7 ef OFf 43 E..G+...1.&\...0...C
70 75 62 6c 69 ..... 3..0)..... publi

.........

tnt4.lnhva.md.dialup.rcn. com

67 ¢7 ef @f 43 E..G+...1.&4[...g...C
70 75 62 6¢ 69 .....3..0).....publi
30 Qe 30 Gc B6 Cc...."..B......0.0..

tnt4.1lnhva.md.dialup.ren.com

67 c7 ef Of 43 E..G+...1.8Y...0...C
70 75 62 6C 69 ..... 3..0)..... publi
30 Qe 30 0C 06 C...."..Bi..... 0.0..

---------

14



BIND Weakness

The following is Snort output data:
[**] IDS277 - NAMED Iquery Probe [**]
08/12-22:26:16.869305 SCANNER.OTHER,MET: 1132 .> DNS_SERVER.MY.NET:53

UDP TTL:64 TOS:@x0 ID:48361
Len: 35

[**] MISC-DNE-versian-query [**]
88/12-22:26:16.875718 SCANNER.OTHER.NET: 1132 .»> DNS_SERVER.MY.NET:53
UDP TTL:64 T0S:0x0 ID:48382

Len: 38

[**] IDS212 - MISC - DNS Zone Transfer [**]
08/12-22:26:17.102688 SCANMER.OTHER.NET: 1200 -> DNS_SERVER.MY.NET: 53
TCP TTL:64 TOS:0x0 ID:48366 DF

FEEREPAY Seq: Ox7663C408 Ack: Ox8DADD372  Win: @x4470

e ] & ma

15



BIND Weakness

—— v e g e TRLIl e WPASE F )

The following is a TCPdump output of the same traffic-

22:26:16,869288 SCANNER.OTHER.NET. 1132 > DNS_SERVER.MY.NET.domain:

12329 inv_g+ [b2&3=0x980] A7 . (27) (ttl 64, id 48361)

22:26:16.875275 DNS_SERVER.MY.NET.domain > SCANNER . OTHER.NET. 1132

=12329 inv_q q: [4.3.2.1]. 1/0/0 . (42) (ttl 64, id 45177)

Continue on the next slide

16



BIND Weakness

22:26:16.875704 SCANNER.OTHER.NET.1132 > DNS SERVER.MY.NET.domain:
w13448+ [b2&3=0x180] (30) (ttl 64, id 48362)

22:26:17.059765 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1132:
w13448* g: version.bind. 1/@/@ (63) (ttl 64, id 52055)

22:26:17.097466 SCANNER.OTHER.NET.1200 = DNS_SERVER.MY.NET.domain:
=5 1986249733:1986249733(0) win 16384 (DF) (ttl 64, id 48363)
22:26:17.099362 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200:
w5 2376979313:2376979313(0) ack 1986249734 win 17520 (ttl 64, id 56245)
22:26:17.099770 SCANNER.OTHER.NET.1200 > DNS_SERVER.MY.NET.domain:
w. ack 1 win 17520 (DF) (ttl 84, id 48364)

22:26:17.100400 SCANNER.OTHER.NET.1200 = DMS SERVER.MY.NET.domain:
wP 1:3(2) ack 1 win 17520 (DF) (ttl 64, id 48365)

22:26:17.102376 DNS SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200:
w. ack 3 win 17520 (ttl 64, id 56432)

22:26:17.102669 SCANNER.OTHER.NET.1200 = DNS_SERVER.MY.NET.domain:
wP 3:30(27) ack 1 win 17520 (DF) (ttl 64, id 48366)
22:26:17.104083 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200:
w. ack 30 win 17520 (ttl 64, id 52126)

22:26:17.183542 DNS_SERVER.MY.MET.domain > SCANNER.OTHER.NET.1200:
=, 1:1461(1460) ack 30 win 17520 (ttl 64, id 62659)
22:26:17.184045 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200:
wP 1461:2049(588) ack 30 win 17520 {ttl 64, id 37419)
22:26:17.184943 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200:
=FP 2049:2342(293) ack 30 win 17520 (ttl 64, id 34864)
22:26:17.185066 SCANNER.OTHER.NET.1200 = DNS_SERVER.MY.NET.domain:
w, ack 2343 win 15282 (DF)} (ttl 64, id 48368)

22:26:17.211787 SCANNER.OTHER,MNET. 1200 > ONS SERVER.MY.NET.domain:
=F 30:30(0) ack 2343 win 17520 (DF) (ttl 64, id 48369)
22:26:17.213217 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200:
=. ack 31 win 17520 (ttl 64, id 60072)

17



BIND Weakness

The following is the syslog record of these transactions:

Aug 12 22:26:15 DNS_SERVER named[19779] :
fug 12 22:26:15 DNS_SERVER named[19779]:
Aug 12 22:26:16 DNS_SERVER named[19779]:

[SCANNER.OTHER.NET].1200 for “MY.NET"

Aug 12 22:26:16 DNS_SERVER named[19779]:

XX /DNS_SERVER/DNS SERVER/ -A
XX [DNS SERVER/version.bind/TXT
approved AXFR from

XX [DNS_SERVER/MY.NET/AXFR

18
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